TOSIBOX INFORMATION SECURITY
TOSIBOX® products initiate a remote connection that has a very high level of information security. The encryption
and decryption process is always done in the TOSIBOX® products at the end points, e.g. Locks and Keys. The
only information transmitted over the internet is the highly encrypted data sent via the TOSIBOX units connected
between the central location and their remote LANs.

TOSIBOX® products identify each other by cryptographic pairing (matching) in which the products must be matched
to each other before use. This is achieved by connecting TOSIBOX® products together physically. In the matching
process, the key device (Key) is inserted into the USB port of the Lock device. The Lock and Key then exchange public
key of the keypair with each other in order to create a mutual trust relationship. The encryption key is stored in a
closed memory location of the crypto processor on the Key device. It cannot be copied or tampered with.
Establishing a connection is impossible without the correct encryption keys. Additionally, each encrypted data
stream is protected with disposable encryption keys that are exchanged with the DH method.

TOSIBOX® Locks and Keys identify each other over the internet because of the matching connection made as
described above. This unique method, patented by Tosibox, creates the connection securely and automatically even
through firewalls and NATs. The connection doesn’t require any ports to be permanently open on the
firewall. TOSIBOX® products can also be used in closed high security networks to further protect critical systems.
In closed networks the TOSIBOX® products connect directly to each other without the requirement of an internet
connection. In addition, connection made outside the network as well as remote connections originating from
outside of that closed network can be blocked. This feature is called “Offline Mode”.

The only way to access remote TOSIBOX® Locks is by using the private, secure and encrypted VPN connection that
TOSIBOX® creates. When correctly implemented, adding TOSIBOX® remote connections to the LAN does not cause
any data security issues to the users or that remote network.

Finally, using the layer 3 connection type remote connection prevents spoofing (forging) of MAC and IP addresses and
makes it impossible to flood the network with broadcast traffic.
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How does TOSIBOX® technology work
TOSIBOX® is the easiest way to create secure remote connections. From box to use takes just under five minutes.
Basicly there are just two easy steps to set up a secure connection:

With the help of innovative and high-class data security solutions offered by Tosibox, the local network IT administrator
changes can be made to the configuration of the
1. can reliably and safely allow internet access onto their LAN so1. that
Insert the TOSIBOX Key to the TOSIBOX® Lock.
®

<

TOSIBOX® Lock. Some examples of these features are shownDuring
below:this physical matching process, the devices exchange their
1.

Changing the “admin” password for the Lock device.security certificates (and public keys). This trust relationship is

2.

Prevent direct internet access from the Key user’s computer by activating the routing mode found in the

the basis for all communication happening afterwards.

“Industry/Advanced Settings” dialogue of the Lock’s set up menus.
3.

2.

Extra security can be added by only allowing remote access to designated servers and/or other network
appliances by using the IP/MAC filtering function. This too is found in the “Industry/Advanced Settings”
2. Plug in the TOSIBOX® Key.
dialogue of the Lock’s set up menus.
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builds on the physical security foundation of TOSIBOX® products. Firstly, the access rights are granted and controlled
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*Distributed MatchMaker is needed for device discovery. It helps with setting up the VPN tunnel but is not required after the VPN connection is established.
MatchMaker is distributed across multiple data centers in different countries. It is fault-tolerant, backed up and monitored 24/7 by Tosibox Oy.
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